DATA SHEET

Cybersecurity posture management of your Active Directory and
Windows environment ...

Many security breaches and corporate data theft are committed every day by hackers or people with,
rightly or not, access to your internal network such as employees, former employees, or suppliers.

However, 95 percent of all breaches could have been avoided through simple and common-sense
approaches to improving security.

So, manage its cybersecurity posture and conduct continuous audits and controls become a major
cybersecurity issue in order to be able to manage and control its Active Directory and Windows
environment security, to carry out appropriate remediation actions and to meet the regulatory
obligations of controls, reporting and protection.

It is in this context that ISARS offers you ANSSI / CxO dashboards and detailed reports to allow you to
manage your cybersecurity posture, make continuous audits and controls on your entire Active
Directory and Windows environment, and reduce your cybersecurity risks.

.. and overcome your Cybersecurity Risks with ISARS

/ « ISARS allows us to \

A solution to facilitate your cybersecurity posture

management, audit and control operations easily check our Active
Directory and Windows

ISARS allows you to automatically collect more than 20 categories of security security and to follow

configuration information on all your Microsoft devices (Active Directory, servers the remediation actions.

and workstations) and create automatically dashboards and reports as well as
check your level of cybersecurity compliance against best practices and the
controls provided by the French security agency ANSSI for Active Directory.

Its simplicity of use
makes it a tool within

the reach of any IT
You can regularly and automatically check your cybersecurity level. Reports in pdf department. It has
and csv format help you in your documentation and reporting tasks. become indispensable

in our daily security

The ISARS solution is easy and quick to deploy. It allows you to analyze security of
your Active Directory and Windows machines across all your domains and forests arsenal. »
wherever they are located. No need to install an agent on your machines, the ISARS
server is responsible for collecting the configuration and security information.
S. Borsari, IT Director,
Compagnie Monégasque de
Banque




ISARS Capabilities

Automate the production of your cybersecurity dashboards, indicators, and reports
and check your compliance and conformity against best practices

1AM

* ANSSI and CxO dashboards to facilitate your security posture management and reporting

* More than 20 categories of security configuration information can be collected automatically
(accounts, groups, AD objects, GPO, audit policy, passwords, shares, services, scheduled
tasks...)

* Active directory and Windows computers configurations data collection can be planned
according to your needs

*  More than 130 detailed reports about important cybersecurity controls

* All reports can be exported in pdf and csv

Gather a huge amount of data in a limited time to allow you make full audits and
controls and facilitate your reporting

*  Windows security configuration information are collected in an efficient way to be analyze,
classify, and correlate in order to provide easy to use and precise dashboards and reports

* Data are collected on all Microsoft devices (Active directory, servers, workstations)

e Thanks to automation, carry out more regular audits and complete and exhaustive controls of
your cybersecurity of your Active Directory, save time and follow remediation actions

@ Easy to use and to deploy

* The tool is available via an intuitive web application to facilitate its use

* Easy to deploy and configure even if multiples Windows domains are used

e Can be used by all various security actors like CxO, CIO, CISO, IT departments

*  Works with Windows 2003/2008/2012/2016/2019 servers as well as with Windows XP/7/8/10

e Works with LAPS (Local Admin Password Solution)

About ISARS Contact Us

ISARS is a French cybersecurity software company. Thanks to our experience in contact@isars.company

cybersecurity, our pragmatic, risk-based approach allows companies, including those https://isars.company
with no cyber security expert, to manage more easily their security posture and reduce
their cybersecurity risks on Active Directory and Windows environments.
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